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Abstract. The points being approached in this paper are: the problem of
detecting unusual changes of consumption in mobile phone users, the
corresponding building of data structures which represent the recent and historic
users' bchaviour bearing in mind the information included in a call, and the
complexity of the construction of a function with so many variables where the
parameterization is not always known.

1. Introduction

The preparation of manuscripts that are to be reproduced by photo-offset requires
special care. Papers submitted in a technically unsuitable form will be retumed for
retyping, or canceled if the volume cannot otherwise be finished on time. When a
mobile call is started, the cells or switches record that it is being made and they
produce information referring to this event. These records are commonly called CDR's
(Call Detail Records). CDR's contain useful information about the call so that it can be
properly charged to whom it may correspond [1]. They can also be used to detect any
fraudulent activity considering well-studied fraud indicators. That is. processing an
amount of recent CDR's and comparing a function of the different fields such as, IMSI
(International Mobile Subscriber Identity, which univocally identifies a user in a
mobile phone network), date of call, time of call, duration, type of call (with a specific
criteria). If this function retrieves a value that is considered beyond normal limits, an
alarm is set off. This alarm must be taken into account by fraud analysts in order to
determine if there has been any activity in bad faith or not. To be able to process these
CDR's, it is necessary to make previously a process known in telecommunications as
mediation, in which the information is read with the format of record in which CDR's
come and then it is encoded in a new format of record which is understood by the fraud
system.

The existing systems of fraud detection try to consult sequences of CDR's by
comparing any field function with fixed criteria known as Triggers. A trigger, when
activated, sends an alarm that leads to fraud analysts' investigation. These systems
make what is known as a CDR's absolut analysis and they are used to detect the
extremes of fraudulent activity. To make a differential analysis. patterns of behavior of
the mobile phone are monitored by comparing the most recent activities to the historic
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6. Conclusions

The results that were obtained were satisfactory in the sense that they were able to

establish changes in the behavior of the users analyzed. Though the change in behavior

does not necessarily imply fraudulent activity, it manages to restrict fraud analysts

investigation to this users' group. By using then other types of te
chniques [2]. it is

possible to obtain, with a high degree of certainty, a 
list of users who are using their

mobile phone in an "unloyal" way. Besides, the experiences have helped to find users

who have effectively changed their behavior, but in an inverse way, i.e. they were users

with high INT consumption and then they started making local calls. Commerc
ially

speaking. it could be an interesting tip to evaluate this type of consumers, since, for a

certain reason they decided not to use their mobile phones to make international cal
ls

any more and it could help draw conclusions and create new rateplans based on these

situations. It is also proven, with the experiences ca
rried out, that the differential

analysis provides with much more information than the absolute analysis, which can

only detect peaks of consumption and cannot describe the user in question. As a final

conclusion, neural networks can be said to be exc
ellent tools for the classification of

calls and the construction of users' profiles as they represent their behavior in a faithful

and efficient manner.
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